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Introduction

* Protecting sensitive data end-to-end
e At rest, in-transit and in-use

* Trusted Execution Environment (TEE)

e Confidential Virtual Machines
e AMD SEV-SNP, Intel TDX, ARM CCA, etc
* Protect the VM data in-use from unauthorized access
* E.g. hypervisor / CSPs
* Various use cases e.g. Cloud, loT and multi-party computation



Introduction

* CVM consumption model:
e Attest the confidential VM first

* How do we attesta CVM?
* Boot and runtime measurements + attestation
VM launch measurement covers only the initial VM state
 Solutions proposed are not standard and/or rely on untrusted entities

* Trusted Platform Module
* Industry standard for attestation
* Existing TPM tooling could be reused
* Allow use of advanced attestation techniques e.g. IMA



Our Goal

* Develop a zero-trust vTPM that allow TPM-based attestation for
Confidential VMs

e Target platform: AMD SEV-SNP virtual machines



TPM-based Remote Attestation

shal:

T OxB16DACEGATAYADFSEFACARE300D4829FCIEED2DE H—
T Bx171CT7AD21E3894793F06ER2214DEFOTE65632015 “—
OxECE3IARIBAAAZBTES2ERAAFOAQABCCACESBETERAT
OxB2AB3BOEBF2F8374299A5B2BDFC31EASSSADT 236
Ax1BE06B4FBCAC34ARBT4ACOSDCAEICEFEE3FFDESS f
OxEBBEAZE1BGCA39484B0DD89F73CF34770COBADT3
OxB2AB3BOEBF2FE8374209A5B2BDFC31EADSSADT 236 RUN
OxOEA3IBADZGBOCEBTBEC10AZI2ABFGCADEBADCTF3S
: Bx5FE33D3BCAG210B51DE3ETBO0FERQ28E8FDFERESD
9 : OxFF50221A16ES6901FD3OF6CC2ZA4ADBZDEBEL423C
10: OxBETSFDSEAQES3IEBTCEBEOFZ26A204031DF2539D4F1
11: Gx0EE00000000000000000ACRO000A00ARACREORA0
12: Ox0EE00000000000000000ACRC000A00ARA0REORA0
13: Ox0EQ000RGQ00000C000RARREEEAAA0EE0AR0EERERRE0
14: Ox6BO3BDESSDC2938FB94317ER2169BCFEE204A4B1
15: OxEEE00E0000000000AARREEAAA0000AR0AEAERREE —— FW3 _BLE: Ox068AA16114684203C91BAOCZ9ES485EEBOECETAE
16: OxEEEEEREEOEE0EEEEEARAREEEAAA0EE0EARNEEEERREE
17: OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
18: OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
19: OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
20: OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
21: OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF e FW2_BLE: 0x451903A2AF538C4E6ACA44189845CTO3BE656FED
22: OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF FwW2_CFG: 0xB2AS3BOEBF2F8374299A5B2BDFC31EAOSS5ADT236
23: Ox00000000000000000000RCRO000A00ARAEREARA0

-k whkpPE o

— FW4_BLEB: 0xA18BC18791AADB3BA3872ATAAEBAFS3358DF5AFC
—1— FW4_CFG: 0x8628BEC2CD448684E0BATADZ22F644C4D3ET3AEE

Platform Configuration Registers (PCR) Event Log

PCR Extend operation
PCRnew := HashAlgo(PCRcurrent || digest)
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/ero-trust vVTPM for attestation

1. Where should we run the vTPM?
2. How do we prove the vTPM is authentic?
3. VTPM state injection/ejection



Where should we run the vTPM?

Confidential VM

 vVTPM does not run in a physical TPM chip
* MS TPM 2.0 Ref. implementation HOST o

* Must protect the vTPM data from
unauthorized access e.g. host OS and guest

Confidential VM
OS o [Targ:t}
© In the CVM host °

Q In the actual CVM
e In a separate CVM Untrusted

Trusted/Encrypted
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Where should we run the vTPM?

We run the vTPM in the Secure VM Service Module AMD SEV-SNP Linux Guest Boot

Guest Userspace

Why do we run it in the SVSM?

e Firstmodulethatrunsin SEV-SNP guests t
* Provideruntime privileged services to the guest Guest Kernel NGl oIES
* SVSM specification - https://www.amd.com/en/developer/sev.html VMPL1
* Leverage VM Privilege Level (VMPL) foraddress space isolation 1
o OUMF
« VTPM 4
* Enlightened TPMdrivers for SVSM
SVSM
* https://lore.kernel.org/linux- VMPLO m
coco/acb06bc7f329dfee21afalb2ff080fe29b799021.camel@linux.ibm.com/ ?
 [NEW] VTPM protocol—SVSM spec draft v0.62 - linux-coco mailing list VMRUN
|
QEMU / KVM

SVSM implementations
e https://github.com/AMDESE/linux-svsm
* https://github.com/coconut-svsm/svsm
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SVSM-VTPM Authenticity

* Physical TPM AMD SEV-SNP Linux Guest Boot
* Endorsement Key (EK) - TPM identity

* EKpriv never leaves the TPM Guest Userspace

* EKcert: Certificate of authenticity for the EK $
octs the hecassary sacurtey criterts (TN Arch Spec $9.5.2) TV il gl vTPM Driver
* TPM manufacturer ships the TPM with an EK and EKcert ] 4
OVMF VTPM Driver
P wes O Y
e MSTPM 2.0 Ref
* Entropy source: rand() calls the rdrand assembly instruction ﬁ VMPLO SVSM m
* Openssl 1.1.1q
* Create EK(TPM2_CC_CREATEPRIMARY) Host VMRUN
* Callthe AMD-Secure Processor(SP) to issue an certificate of authenticity forthe EK |
*  SNP_ATTESTATION_REPORT: AMD-SP signs the attestation report with a key that chains > QEMU / KVM
back to AMD root key
* Bind EK to AMD: Provide a SHA512 hash(EKpub) in the report data a
* VMPLO Attestation report can be requested only by the SVSM (VMPCKO key access)
* Hypervisor cannot decrypt SNP_ATTESTATION_REPORT requests (SEV-SNP ABI spec) —> AMD Secure Processor

¢ Authentic SVSM-vTPM
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SVSM-VvTPM Ephemeral State

* On every boot, we:
* CreatetheEK
* Request VMPLO reportto bind the EKto the AMD SNP platform
* Save the VMPLO reportin the TPM NVRAM

e Advantages

e Simpledesign

* AllowTPM-based boot and runtime attestation

* No needto eject orinject state
* No need to early attest the VM Launch Measurement before injecting the TPM state
* No need to secure the TPM state at rest and in-transit
* State injection requires more code and orchestration at early boot
* Its attack surface is considerably smaller than persistent state

e Simplified SVSM-vTPM migration

* Disadvantages

* May have limited use cases
* However, full disk encryption can be enabled by an intermediate storage key



SVSM-VTPM Architecture

e SVSM-vTPM proof-of-concept
e https://github.com/svsm-

vtpm/linux-svsm

e Tested the SVSM-VvTPM with

keylime

* Contributing it to SVSM open

source projects

Host

Untrusted
Trusted/Encrypted
B 5vsSM-vTPM components
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SVSM-vTPM Demo

* TPM NVRAM: VMPLO Attestation Report (sighed with AMD VCEK)

* report_data: SHA512 hash(ek-pub)
e Vmpl: 0

e Validate SVSM-vTPM

* Attestation report signature
* Read VMPLO Attestation Report saved in the TPM
* Download the VCEK certificate from the AMD website
* Validate the attestation report signature
* EK pub
* Read EKpub from the SVSM-vTPM
* Check report_data == SHA512 hash(EKpub)

* Check VMPL ==



Conclusions

* VTPMs can be used in CVMs to extend the chain of trust up to the guest OS

* SVSM-vTPM:
* Protected from the guest OS and Host OS
Its EK uniquely identify the CVM
Authentic: its EKpub is chained back to AMD hardware root-of-trust
It's state is ephemeral (simple design) and it allows use of the TPM-based attestation
With small TPM driver changes the existing TPM tooling can be reused

* We're contributing the SVSM-vTPM proof-of-concept to SVSM open source
projects



Questions?

* How can we improve isolation between modules in the SVSM?

Thank you!



