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Confidential Computing

Protecting datain-use




I compromised the confidentiality of their
proprietary software to advance my agenda of
becoming the best at breaking through the lock.

Kevin Mitnick




Software now runs on PrOblem Statement

hardware you do not own,

like a cloud provider Why should infrastructure see your data?

Virtual machine host
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Problem Statement

owned by the host i
LALALE Why should infrastructure see your data?

Hardware resources are

Virtual machine host




Problem Statement

resources from the host Why ShOU|d infrastructure Ssee your data?

Containers carve out

Containers

i | 0

Virtual machine host
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Classical sandboxing only PrObIem Statement

protects the host from the

containers running on it Why should infrastructure see your data?

Containers

CESRRRT ] ] e

Virtual machine host
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The host can freely peek PrOblem Statement

inside the container, for

example read its memory Why should infrastructure see your data?

Containers

STygoImenEN"

Virtual machine host
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For that reason, multiple PrOblem Statement

tenants do not want to share

hardware when processing Why should infrastructure see your data?

sensitive data

Containers

.90 SeuEn

Virtual machine host

6/14/2023 - 11:50:12 %"VM
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Dataondisk orinnetwork is PrOblem Statement

already encrypted today, so

A Asissetblll W hy should infrastructure see your data?

nor tamper with it

Containers

Virtual machine host
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Innon-CC architectures, P ro b I e m S t a t e m e nt

datain memory is not

20 L Why should infrastructure see your data?

accessed by the host

Aello World, value 65%
is absolutely secret!

Hello World, value 659
is absolutely secret!

Containers
Hello World, value 659

i | ]| | [

Virtual machine host
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e Problem Statement

that it becomes garbled -
when read by the host Why should infrastructure see your data?

ssulutely sec

Hello World, value 736
is absolutely secret!

Hello World, value 736

is absolutely secret! CO nta | ners
| S—————
U3y o=

woﬂd.vamm r . . - .l
h3110 WOr1D; vAlu3 134 .
15 @B501uT31y 53cR3t

h3110 WOr1D; vAlu3 134

e Virtual machine host

O WOriD; vAly
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Integrity ensures the host P ro b I e m State m e nt

cannot corrupt nor poison

sy Why should infrastructure see your data?

“lo World, value 85
is absolutely secret!

Hello World, value 844
is absolutely secret!

ontainers

HelloWorld, value 844 /
> ref’
absolutely sec

—

while (#ptr++=0);
if (!dead)
RAX = @x@BADDATA goto retry;

RCX = Px@ABADCADE ) -
Virtual machine host

CR3 = OxDEADBEEF
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Attestation proves where P rO b I e m S t a t e m e nt

you are running and what

you are running Why should infrastructure see your data? é

S

F Contalners
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Root of Trust

First there was the hardware

Workload
Records j Measures and launches
Linux Kernel |
Records j Measures and launches
Boot Manager
Records j Measures and launches
— BIOS Phase 2
Records Measures and launches
l
BIOS Phase 1
Records j Measures and launches
ROM-based boot
Records j Measures and launches
Rootof Trust (TPM)
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Trust domains

Example: confidential containers

Kubelet - y Key broner
SRGRLE ) Relying party ..
Attestation sérvice
Encrypted
Images &
Kata Aqent Volumes mm Trusted platform:
s Offers confidentiality guarantees
Container fipue enforced by hardware
Hypervisor (gemu) cryptography
mm Host:
Runtime (runc) Runtime (shim-v2) Manages and offersresources used
N torun containers (CPU, memory,
CRI (cri-o or containerd) CNI /0, etc)
mmm Tenant:
Linux kernel Confidential area, inaccessible to
the host even whenrunningonit
Firmware / Hardware
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Guarantees

What does confidential computing really provide?

« Confidential computingis about... confidentiality

Aig , ST
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Guarantees

What does confidential computing really provide?

« Confidential computingis about... confidentiality

« Protect datain use fromleaks or tampering
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Guarantees

What does confidential computing really provide?

« Confidential computingis about... confidentiality

« Protect datain use fromleaks or tampering

i’, R Sorry, a system errvor occurred.

- Doesnot protect against crashes

unimplemented trap
To temporarily turn off extensions, restart and
hold down the shift key.

Mac OS

Welcome to Mac 0§
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Guarantees

What does confidential computing really provide?

« Confidential computingis about... confidentiality

« Protect datain use fromleaks or tampering

- Doesnot protect against crashes

« Does not protect disk, network data, ...
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Guarantees

What does confidential computing really provide?

« Confidential computingis about... confidentiality

« Protect datain use fromleaks or tampering

- Doesnot protect against crashes
« Does not protect disk, network data, ...

- Does not offer any guarantee of service
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Guarantees

What does confidential computing really provide?

« Confidential computingis about... confidentiality

« Protect datain use fromleaks or tampering

« Does not protect against crashes

« Does not protect disk, network data, ...
« Does not offer any quarantee of service

- Hardware-based, real-time cryptography
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Guarantees

What does confidential computing really provide?

« Confidential computingis about... confidentiality

witigated

v = Mitigated *-_r'-.-lq--,,l-. Minigated @ - not mitigat - saleba =
- Protect datain use from leaks or tampering o

VM Memony

« Does not protect against crashes
« Does not protect disk, network data, ...

« Does not offer any quarantee of service
- Hardware-based, real-time cryptography

TR
e v Vv

v v

@ © Vv

@ @ Vv

@ @ Vv

@ @ Vv

v v Vv

@ ©@ ©

v Vv v

@ @ O
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« Ishighly implementation-dependent g g :
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Guarantees

What does confidential computing really provide?

« Confidential computingis about... confidentiality

« Protect datain use fromleaks or tampering

- Doesnot protect against crashes

« Does not protect disk, network data, ...

« Does not offer any quarantee of service

- Hardware-based, real-time cryptography

« Ishighly implementation-dependent

« TL;DR: Thereis no automatic security
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What is Attestation?

Proving that yourun
what you want torun
where you want torun it




A little bit of terminology

The RATS model (from IETF)

Endorser Reference || yerifier owner
Value Provider
Endorsements Reference values Appraisal policy

2 S
6§ 6 7 8 9 Wy

&t

Relying party
owner

(evidence)

Appraisal policy
(attestationresults)

Attester

Page9.13

>
Evidence

Y

v
Verifier

Chains of trust in confidential computing - KVMForum 2023
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A
Relying party

Attestationresults
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Attestation: Basic concepts =

Offering proofs about the configuration of a system

« Ingeneral, attestation proves aproperty of asystem
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Attestation:Basicconcepts -~ -

Offering proofs about the configuration of a system

« Ingeneral, attestation proves aproperty of asystem

« Remote attestation decouples evidence from verification
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Attestation:Basic concepts =

Offering proofs about the configuration of a system

N e

gyl OF o
. ol

« Ingeneral, attestation proves aproperty of asystem

Verifier
« Remote attestation decouples evidence from verification
« Passport check model: present evidence
Evidence ID
¥
Attester s Relying party
ID
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Attestation:Basic concepts &~ -

Offering proofs about the configuration of a system =¢

« Ingeneral, attestation proves aproperty of asystem N riran
« Remote attestation decouples evidence from verification "
- Passport check model: present evidence

Evidence OK?
« Background check mode: validate evidence

¥
Attester » Relying party
Evidence

Page10.4 Chains of trust in confidential computing - KVM Forum 2023 6/14/2023 - 11:51:04 %KVLM ‘ Red Hat



REMITS pipeline

A simplified (simplistic?) model of trust chains

R EMI T S

Root of trust \ Endorsement \ Measurement \ Identity Trust Secrets
Certificates Signing keys Hashes Reference values Policies Encryption keys
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REMITS pipeline examples

Some simple applications of the REMITS pipeline

Firmware, Signed Attestation Cloud API

Secure Boot bootloader attestation policies secret

Selling a Signed Deed or Property | got your Handing the
property records affidavit description money keys

Historical : Number of Handing over \ Getting food
Gold or silver Market value
money dollars cash or goods

Page12.3 Chains of trust in confidential computing - KVM Forum 2023 6/14/2023 -11:51:12 %




& .,

Operated by IBM

Attestation

Measuring what werun using cryptography

I

Key brok er

Kubelet f

f) Relying party 2

- Attestation sérvice

~
J Preattestation:
Measure the payload before
Container S e
————— allowing it to start (original SEV)
Hypervisor (gemu)
T T T
Runtime (runc) Runtime (shim-v ﬁ
b .~ @ =
CRI(cri-o or containerd) CNI LS
Linux kernel
Firmware / Hardware
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Attestation

Measuring what werun using cryptography

KUb@'@t _ L - Key f}?’dhgr
Container : )
\ Relying party <
| N Attestation service
Kata Agent )
Preattestation:
M (Linux) AJ Measure the payload before
Container St o
allowingit to start (original SEV)
I Hypervisor (gemu) Postattestation:
_ Codein the payload can confirmits
Runtime (runc) Runtime (shim-v2 ? % identity using the measurementin
R s | ordertogetsecrets
CRI(cri-o or containerd) CNI LS
Linux kernel
Firmware / Hardware
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Attestation

Measuring what werun using cryptography

Kubelet _ ( - Key f}?’dkgr
Container : )
» Relying party :
\"\_x " Attestation}’t’/rvice
Kata Agent )
Preattestation:
- ML Measure the payload before
ontainey allowingit to start (original SEV)
Hypervisor (gemu) Postattestation:
_ Codein the payload can confirmits
Runtime (runc) Runtime (shim-v2 V % identity using the measurementin
b s | ordertogetsecrets
CRI(cri-o or containerd) CNI o Workload attestation
p— I The workload itself is attested, e.q.
ARSI gets secrets from attestation
Firmware / Hardware
Page13.3 Chains of trust in confidential computing - KVMForum 2023 6/14/2023-11:51:25 # v ive ‘ Red Hat



Use Cases

Various ways to deploy
confidential computing




Use Cases

From virtual machine to whole clusters

- Base: Confidential Virtual Machines
HW MEMORY ENCRYPTION

- SECURE ENCRYPTED VIRTUALIZATION (SEV)
</Containers from each other, ,

or tampering, and untrusted
Container

D E A pl;'[ VM, b.‘}ﬂ&:‘ul
groups
multiple cor

8 Ky @ Kev

AES-128 Engine

DRAM

Page15.1 Chains of trust in confidential computing - KVM Forum 2023 6/14
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Use Cases

From virtual machine to whole clusters

« Base: Confidential Virtual Machines
krunvm
« Functions: Confidential Workloads (krunvm)

krunvm is a CLI-based utility for creating microVMs from OClI images, using libkrun and buildah.

Features

* Minimal footprint

* Fast boot time

* Zero disk image maintenance

* Zero network configuration

* Support for mapping host volumes into the guest
* Support for exposing guest ports to the host

. -11:51: VM
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Use Cases

From virtual machine to whole clusters

« Base: Confidential Virtual Machines
« Functions: Confidential Workloads (krunvm)

« Orchestrated: Confidential Containers

Page15.3 Chains of trust in confidential computing - KVMForum 2023

@ Confidential Containers

F 280 fobowars [ Part of Cioud Matwe Computing Fou
COMTAINERS

() Overview &l Repositories 3 Projects & ) Packages Fa Teams 18 A Pecple 83 ) Security = Insights

README .ndl

CONFIDENTIAL
CONTAINERS

Welcome to Confidential Containers

Confidential Containers is an open source eommunity working to enable cloud native confidential computing by leveraging Trusted
WHCUTI N ERvIFOAmsnts 1 Protect containers and data.

We have a niw release every B woaks! See Rewase Notes or Quickstart Gulde

6/14/2023 - 11:51:53 %KVM
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Use Cases

From virtual machine to whole clusters

- Base: Confidential Virtual Machines 0 PRODUCTS +  SOLTING - RESOURCE - COMMNITY - COMPAY
« Functions: Confidential Workloads (krunvm)
« Orchestrated: Confidential Containers

« Enchilada: Confidential Clusters CONSTELLATION: THE WORLD'S
MOST SECURE KUBERNETES
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Confidential Virtual Machines
The basic technology behind it all

« New hardware / firmware AB| with new features
. VM (Linux)
« Host kernel nolonger trusted, exposes new devices

« Hypervisor nolonger trusted, exposes new features Guest kernel

« VM becomes a confidential enclave )
Guest firmware

- Guest firmware and boot sequence is measured

« Guestkernel can be measured Hypervisor (gemu)

Host Linux kernel

Firmware / Hardware

Page16.6 Chains of trust in confidential computing - KVM Forum 2023 6/14/2023-11:52:10 i‘{KVi\&




1 1 Desktop Dropbox Library Movies Public bin
VM as a Ilbra ry (Ilbkru n) Documents Google Drive .'\’Iach‘ir:{e Music ;js'irrzs go

D“"ect |n'teg rat|0n WIth POd man Applications Documents & Hatari Machine Movies gi;;:es :;:Es bin k8s

Confidential Workloads

Lightweight, quick, container-like

W

!

|

» A —
ey ——
. -
—
&> uname -a

Darwin ptitbras 22.5.8 Darwin Kernel Version 22.5.@: Mon Apr 24 28:52:24 PDT 2023; root:xnu—B}'%.121.2~5/RELEASE_M_Téeea ar|
mé &
B 1s

Applications Downloads Hatari Maildir Pictures Work k8s

I> krunvm start ubuntu
rootRubuntu: /ddd# 1s
Desktop Downloads Library Maildir Music go
root@ubuntu: /ddd# uname -a

Linux ubuntu 6.2.9 #1 SMP Mon Apr 3 ©4:28:59 PM CEST 2023 aarché4 aarché4 aarchéd GNU/Linux

Got very early support for SEV rooteubuntu: /ddd#

First working attestation

Page17.4
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Confidential Containers with Kata

Using confidential VMs as a Kubernetes runtime

‘ Red Hat
Marketplace

Kubelet '
Container
Encrypted
Kata Agent lgﬁg&:g;ﬁ
Container VM (Linux)

Hypervisor (gemu)

Runtime (runc) Runtime (shim-v2) .'

CRI(cri-o or containerd) CNI

Linux kernel

Firmware /Hardware
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Confidential Containers with Kata =

Using confidential VMs as a Kubernetes runtime

‘ ‘ Red Hat
Marketplace
Operated by IBM / ....... Ny e,
Kubelet Bt ( Key broker
n In r 4 " '\.‘I
gl dl < P Relying party ‘
Attestation gervice
Encrypted S~
I
Kata Agent g
Volumes
: VM (Linux
Container ( )

Hypervisor (gemu)

Runtime (runc) Runtime (shim-v2) v

CRI(cri-o or containerd) CNI

Linux kernel

Firmware / Hardware
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Confidential Clusters

Running an entire clusterinside confidential enclaves

H# constellation iam create azure ——region=westus --resourceGroup=c3d-constellation-resources —-servicePrincipal=c3d-constellat|

ion-service-principal ——generate-config |

« Make the whole cluster confidential |

The following IAM configuration will be created:

« Works at the cloud providerlevel Region: _— :
Resource Group: c3d-constellation-resources
Service Principal: c3d-constellation-service-principal
g Generates Confldentlal nOd eS The configuration file constellation-conf.yaml will be automatically generated and populated with the IAM values.
Do you want to create the configuration? [y/nl: y
Creating

 Attested TLS (ATLS)

« JoinService: Attest nodes

Your IAM configuration was created and filled into constellation-conf.yaml successfully.

- | SEV Demo

« VerificationService: User-facing

Page 19.6 Chains of trust in confidential computing - KVM Forum 2023 6/14/2023 -11:53:00 };"{KV




Building actual trust

Keeping the trust alive along the way




How does attestation work?

Challenge /response to deliver secrets

() oas oces
. _& - - Key bro ker

Container € aun

> Relying party :

- Attestation/s_’é/rvice

O Cryptographic measurement:
o Measurement of relevant memory

Kata Agent performed by hardware / firmware
VM (Linux)

Hypervisor (gemu)

Runtime (shim-v2)

Page 21.1 Chains of trust in confidential computing - KVM Forum 2023 6/14/2023-11:53:08 }M{ KV*\&




How does attestation work?

Challenge /response to deliver secrets

Cryptographic measurement:
Measurement of relevant memory
performed by hardware / firmware
Cryptographic challenge:

Send proof of identity (salted)

2 -
: 1 [ - Key E'r'b'hler
Container é |
% Relying party s o rg—
D i Attestation/s’é/rvice -
s ==
Kata Agent
VM (Linux)
Hypervisor (gemu)
Runtime (shim-v2)
Page 21.2 Chains of trust in confidential computing - KVM Forum 2023 6/14/2023 - 11:53:11




How does attestation work?

Challenge /response to deliver secrets

> Relying party

VM (Linux) *

Hypervisor (gemu)

Runtime (shim-v2)

Page 21.3 Chains of trust in confidential computing - KVM Forum 2023

Kata Agent _Tﬂ_ _

)
@ a T =T B
, | ' Key broker a
Container @ - R —

Attestati n/s’é/fvice

Cryptographic measurement:
Measurement of relevant memory
performed by hardware / firmware
Cryptographic challenge:

Send proof of identity (salted)
Secret delivery

Ensure the workload cannot do
harmif not attested

6/14/2023 - 11:53:14




How does attestation work?

Challenge /response to deliver secrets

Container -

Kata Agent

VM (Linux)

Hypervisor (gemu)

Runtime (shim-v2)

Page 214 Chains of trust in confidential computing - KVM Forum 2023

> Relying party,

Key E'r'b'kler

.\\
|

s s

I-I—IJ

Attestahon s’ervxce -
-

Cryptographic measurement:
Measurement of relevant memory
performed by hardware / firmware
Cryptographic challenge:

Send proof of identity (salted)
Secret delivery

Ensure the workload cannot do
harmif not attested

Remote attestation:
Caninvalidate workloads e.q. if
compromized

6/14/2023 -11:53:16




Attestation flow

Unlock workloads by giving secrets

» Attester sendsrequest
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Attestation flow

Unlock workloads by giving secrets

» Attester sendsrequest

« Responseis acryptographic challenge
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Attestation flow

Unlock workloads by giving secrets

» Attester sendsrequest

« Responseis acryptographic challenge

- Attesterpresents crypted evidence
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Attestation flow

Unlock workloads by giving secrets

« Attester sendsrequest Verifier
« Responseis acryptographic challenge o
- Attesterpresents crypted evidence
Attester Relying party

- Evidencerelayed to verifier

Secrets Broker
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Attestation flow

Unlock workloads by giving secrets

- Attester sendsrequest Ty
« Responseis acryptographic challenge Attestatmmeml
- Attesterpresents crypted evidence
Attester Relying party

- Evidencerelayed to verifier

« Attestationresultreturned

Secrets Broker
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Attestation flow

Unlock workloads by giving secrets

« Attester sendsrequest Verifier

« Responseis acryptographic challenge

- Attesterpresents crypted evidence
Attester Relying party
- Evidencerelayed to verifier .
Get secrets
« Attestationresultreturned l

« Secretsretrieved Secrets Broker
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Attestation flow

Unlock workloads by giving secrets

» Attester sendsrequest

« Responseis acryptographic challenge

- Attesterpresents crypted evidence

- Evidencerelayed to verifier

« Attestationresultreturned

« Secretsretrieved

« Response sent to attester
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Attestation flow

Unlock workloads by giving secrets

» Attester sendsrequest

« Responseis acryptographic challenge

- Attesterpresents crypted evidence

- Evidencerelayed to verifier

« Attestationresultreturned

« Secretsretrieved

« Response sent to attester
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Who proves what to whom?

Different kinds of proof for different consumers ( e

£

« System-facing: System software building a trusted execution environment
» User-facing: User checkingifasystemis trusted

« Workload-facing: Workload checking ifruntime environmentis trusted

- Peer-facing: Workloads checking of other workload is trusted

« Cluster-facing:nodesin acluster check each other
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Platform-specific details

Beyond that point, there be zombies




Vendorlandscape

Different vendors with different approaches?

« AMD: Secure Encrypted Virtualization (SEV)
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Vendorlandscape

Different vendors with different approaches?

« AMD: Secure Encrypted Virtualization (SEV)
« SEV-ES adds Encrypted State (e.q. CPU reqister file)

Security is Always a Tradeoff

Considerations

AMD SEV-ES

Requires AMD EPYC 7xx2 CPUs Workloads gain deep datz

protections without moolw ' B
Coexists with other workloads

Containers & modern applications
(Tanzu) make most operational
considerations invisible

Requires guest OS support

vMotion, memory snapshots, hot-add,
/resume, Fault Tolerance,

nd guest integrity not

enable & operate (PowerCLI|
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Vendorlandscape

Different vendors with different approaches?

« AMD: Secure Encrypted Virtualization (SEV) i i O i S VG

Potential Threats

« SEV-ES adds Encrypted State (e.q. CPU reqister file) SH
« SEV-SNP adds Secure Nested Pages (integrity protection) e e

00000000 0L 0L 0000 0K
00000000 0 08 0000 <K«
0O %%{ 04 04 L KKK«
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Vendorlandscape

Different vendors with different approaches?

« AMD: Secure Encrypted Virtualization (SEV) L FE—
- SEV-ES adds Encrypted State (e.g. CPUregister file) ‘o, earanced

i T
d with MKTME leveraging MKTME and Secure EP
control, enhanced wi

« SEV-SNP adds Secure Nested Pages (integrity protection)

£
. L | . 1 &
= s . 3 main |5
; -M_ ‘L:T - Eeg_achM l | Trust Do_mann = | _irust Do i
: : Loy VN e ey | | [ unmoattied | |F|| unmodimed | |E=
« Intel: Trusted Domain Extensions (TDX) ot | | soteons || | s ||| oo ||
o [ | s | | GO |
| sm——— |- ey | | | unmodified | Unmodified | |
([ =] ; | | | Drivers | |
U oo || iT_*] || Drivers | || Drives | |_ s I
| = | e
el o | R— |
[ e—.{ | | | Intel TDX
' I | [E‘ | | | | enlightened
| e | B o5 1l B || e
|| | 15| A W e
|.___————J,--, . e
' trl—i | Ex G-.Jes:-Hozligo?ri Interface Guest-Host Comm Interface =
= |

- Intel TDX Module
intel TDX aware Host VMM | Tfliisl;;m—*- (uses Intel TOX 1SA)
ntarface |

:
) S - ___b.__, +
B

Figure 2.1: Components of Intel Trust Domain Extensions
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Vendorlandscape

Different vendors with different approaches?

« AMD: Secure Encrypted Virtualization (SEV) cocure
« SEV-ES adds Encrypted State (e.qg. CPU register file) e
« SEV-SNP adds Secure Nested Pages (integrity protectio

Kubernetes Admins

 Intel;: Trusted Domain Extensions (TDX)
« IBM S390: Secure Execution (SE)

Crypto Services
Secure DB
Blockchain

Kubernetes Agents
Kubernetes Agents

K8S Worker K8S Master K8S Worker

Virtual Server Virtual Server Virtual Server

LinuxONE or Linux on x86 Platforms

Page25.5 Chains of trust in confidential computing - KVMForum 2023 6/14/2023-11:54:00 %



Vendorlandscape

Different vendors with different approaches?

« AMD: Secure Encrypted Virtualization (SEV)
« SEV-ES adds Encrypted State (e.q. CPU reqister file)
« SEV-SNP adds Secure Nested Pages (integrity protection)

« Intel: Trusted Domain Extensions (TDX) Base Principles

* Enable integrity and confidentiality protection for SVM code and data

* Minimize the trusted computing base (TCB)

« IBM S390: Secure Execution (SE) . A A O,

& Uktravisor)
= Introduce new Power processor mode: “Ulravisor mode”
- Power:Protected Execution Facility (PEF) g i
Hardware and firmware are used to manage the new security feature

*  |ntroduces Secure Memaory, only accessible by secure VMs and
Ultravisor

* Enable secure virtual machines (SVMs)

= Normal VMs run on the same hardware ‘OpenpowER
Summit 2
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Vendorlandscape

Different vendors with different approaches?

« AMD: Secure Encrypted Virtualization (SEV)
« SEV-ES adds Encrypted State (e.q. CPU reqister file)
« SEV-SNP adds Secure Nested Pages (integrity protection)

 Intel;: Trusted Domain Extensions (TDX)

Arm architecture development process, including

« IBM $390: Secure Execution (SE) o eitiative providing CC-enabling technologies

« Power: Protected Execution Facility (PEF) Virtuaisation | Virtuaisation
TrustZone (EL2) (5-EL2)

« Arm: Confidential Computing Architecture (CCA) e

across the ecosystem
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Vendorlandscape

Different vendors with different approaches?

« AMD: Secure Encrypted Virtualization (SEV)
« SEV-ES adds Encrypted State (e.q. CPU reqister file)
« SEV-SNP adds Secure Nested Pages (integrity protectio

« Intel: Trusted Domain Extensions (TDX) Confidential VMs,
in beta, is th
« IBM S390: Secure Execution (SE) E:::;O::ft :: ©
. : - T Google Cloud’s
Power: Protected Execution Facility (PEF) Confdo
« Arm: Confidential Computing Architecture (CCA) Computing

portfolio.
« All these technologies are based on virtualization
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Vendorlandscape

Different vendors with different approaches?

« AMD: Secure Encrypted Virtualization (SEV)
« SEV-ES adds Encrypted State (e.q. CPU reqister file)
« SEV-SNP adds Secure Nested Pages (integrity protection)

i

 Intel;: Trusted Domain Extensions (TDX)
« IBM S390: Secure Execution (SE)
- Power: Protected Execution Facility (PEF)

- Therebe

Zombies!

« Arm: Confidential Computing Architecture (CCA)
« All these technologies are based on virtualization

« They all work differently
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AMD SEV

SecureEncrypted Virtualization

« First generation technology, somewhat flawed

« Provides memory encryption through hardware

x86 Core

« Built on top of virtualization (unlike SME)
» Relies on a separate security processor
« Only features pre-attestation EPYC Memory Controller

« Several vulnerabilities gave it abad reputation
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AMD SEV-ES and SEV-SNP

Encrypted State, Secure Nested Pages

« ES protects CPU state from tampering

o Measurements sent

- Nomajorimpact on the (pre-) attestation model AMD to guest owner o
Security Attestation Report 0:..:2, l< Me?sﬁztr:gnts @
Processor Attestation
- I3 [ Policy

. SNP protects agalnst maliCIOUS page mapping Measurements Measurements OMeasmemen!s

collected

- Can get attestation quote from within the quest [ me "I [ s | . @ © oot
and ucode © Guest owner trusts to trust guest or not

« VMPL gives additional protectionlevels for VMs sogar s
- VMPLs enable protected services, e.g. vTPM PR ﬁ

Hypervisor
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Intel TDX (and SGX)

Trust Domain Extensions (Software Guard Extensions) ¢

« SGXisdesigned tocreate "Secure Enclaves"
« TDXis virtualization-based (like AMD-SEYV)

10
« No separate security processor VM EXIT
« New CPU mode, Secure Arbitration Mode (SEAM) U
- Various binary modules expose required services : > | INTEL* TOX MODULE

SEAMRR
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Intel TDX (and SGX)

Trust Domain Extensions (Software Guard Extensions) ¢

« SGXisdesigned tocreate "Secure Enclaves"
« TDXis virtualization-based (like AMD-SEYV)

VMM TD CHALLENGER

« No separate security processor i
« New CPU mode, Secure Arbitration Mode (SEAM)
TD QUOTING INTEL®* TDX ATTESTATION
; . . § ENCLAVE MODULE VERIFICATION
- Various binary modules expose required services
- Attestation performed by a Quoting Enclave il .
HARDWARE
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Supporting technologies

The flavorisin the details




How do we get this to work?

Host, Guest, Firmware and Hypervisor support

« Host and quest Linux kernel support

« Hypervisor support

» Guest firmware support

« Host provisioning and support tools, e.qg. sevctl
« Generic key brokering and attestation

« Compatibility layers, virtual TPM, SVSM

« Referring you to the blog for pointers
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Upcoming attractions
Watch out of these upcoming KVM Forum talks

« 2:00 Trusted|/0O (Jeremy Powell)
« 2:30 Secure VM Service Module (Jorg Rodel)
« 3:00 Zero-trust virtual TPM (Claudio Carvalho)
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Conclusion

Attestation means many different things.




Key takeaways

Attestation”? We only scratched the surface!

« Confidential Computingis alarge collection of technologies
« Attestation can mean very different things evenin a same context
» Preserving chains of trust requires careful thinking

« Technologies are not consistent

 Please see blog for more details and links
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Thank you

Now is a good time for questions

This Tao3D presentationis available at
https://github.com/c3d/presentations

(branch kvm-2023-chains-of-trust)




