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Fuzzing Technique: Part 1
black box, fuzz, test, crash
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Fuzzing Technique: Part 2
grey box, coverage guided

Fuzz Engine Target AppInput

Status
Code Path

5



Attack Surface
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How We Added Fuzzing
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Fuzzing Scheme
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Real Fuzzing
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AFL-Proxy Communication
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Proxy-QEMU Communication
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QEMU Status
code instrumentation
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QEMU Status
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Real Fuzzing
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Issues Found
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VIRTIO assert (QEMU)

struct virtq_desc { 
        le64 addr;       /* Address (guest-physical). */ 
        le32 len;        /* Length. */ 
        le16 flags;      /* The flags as indicated above. */ 
        le16 next;       /* Next field if flags & NEXT */ 
};

$ hexdump -C ./id0001.dump 
00000000  40 e0 fd 3f 00 00 00 00  00 00 00 00 06 00 04 00  |..|
00000010  00 00 00 00 00 00 00 00                           |..|

assert()
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SIGSEGV (SPDK)

struct virtq_desc { 
        le64 addr;       /* Address (guest-physical). */ 
        le32 len;        /* Length. */ 
        le16 flags;      /* The flags as indicated above. */ 
        le16 next;       /* Next field if flags & NEXT */ 
};

# hexdump -C sigsegv.dump 
00000000  30 00 00 00 00 00 00 00  10 00 00 00 01 00 01 00 |..|
00000010  40 00 00 00 00 00 00 00  00 02 10 00 03 00 02 00 |..|
00000020  40 02 00 00 00 00 00 00  01 00 00 00 02 00 03 00 |..|
00000030  00 00 00 00 00 00 00 00  00 00 00 00 00 00 00 00 |..|

memory access violation

22



CVE-2019-9547 (SPDK)

struct virtq_desc { 
        le64 addr;       /* Address (guest-physical). */ 
        le32 len;        /* Length. */ 
        le16 flags;      /* The flags as indicated above. */ 
        le16 next;       /* Next field if flags & NEXT */ 
};

# hexdump -C hang01.dump 
00000000  b0 00 00 00 00 dd ff 80  00 00 00 00 01 00 01 00 |..|
00000010  40 14 00 00 f3 00 00 00  00 00 00 00 05 00 00 00 |..|
00000020  00 00 00 00 00 00 00 00                          |..|

endless loop, DoS
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Future Improvements
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Improvement Plans
1.Fuzz virtio-net, virtio-sock, virtio-*
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Improvement Plans
1.Fuzz virtio-net, virtio-sock, virtio-*
2.Fuzz PCI
3.Enhance start corpus
4.Update Qtest
5.Verify test cases
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Links
1. QEMU changes (afl-fuzz branch): 

https://github.com/yandex/qemu/tree/afl-fuzz
2. AFL changes (qemu-fuzz branch):  

https://github.com/yandex/AFL/tree/qemu-fuzz
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Fuzz the Code for Fun and Profit!

Dima Stepanov

Software Engineer, Yandex.Cloud Hypervisor Team
dimastep@yandex-team.ru


